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The world we live in is less and less safe. The uncertainty is growing, the

risks are mounting. The most serious threats and challenges since the end

of the Cold War have emerged in our environment, and these are not only

asymmetric orland hybrid hazards, but the traditional military aggres-

sion as well.

In the East it is imperialistic, re-
visionist policy of Russia that be-
came the main source of threats.
Actually, itis not only the challenge
for the Central and Eastern Europe.
Aggressive activities of Russian
authorities are threatening the
very fundaments of the whole Eu-
ropean security system, based on
the CSCE/OSCE rules, disarmament
regimes and multilateral agree-
ments. Russia has been question-
ing this system at least since 2008,
both in its rhetoric and practice,
the most vivid example of which
is its aggression against Ukraine
and illegal annexation of Crimea.
All these elements clearly indicate
that change in the Russian foreign
and security policy is enduring
and should be treated as such by
NATO and European Union. Russian
military expenditures have been
growing rapidly, armed forces have
been undergoing intensive mod-
ernization, vast military operations
with offensive scenarios have been
exercised, operational capacities
have enlarged.

Simultaneously, the southern
neighbourhood of Europe is sinking
into chaos, generating both terror-

ist and socioeconomic threats.
Arab Spring, welcomed with hope
as a chance for promotion of de-
mocracy in Middle East and North
Africa did not play such a role. In
the contrary, the whole area has
been affected with acute crisis of
state institutions, used by co called
Islamic State.

Al-Kaida is still active in the region.
In this context, presence of for-
eign fighters going from Europe to
Syria and Iraq and particularly the
perspective of their comeback to
countries they come from, consti-
tutes a serious challenge.

Another, even more severe prob-
lem is the massive inflow of immi-
grants and refugees from North Af-
rica and Middle East to Europe. The
range of this phenomenon is un-
precedented and affects not only
EU countries, but also countries
aspiring to the EU, located on the
way from Turkey and the Balkans
to Central Europe.

Sustainable anchoring in Euro-At-
lantic security structures gives
Poland the comfort of common,
allied reaction to new challenges.

Challenges for the security policy of the Republic of Poland



That does not mean, though, that
we should be a passive observer of
the situation. Polish security policy
must be active.

At the moment Euro-Atlantic struc-
tures (NATO, EU and OSCE) are
starting strategic reflection on the
necessary adjustments of their ac-
tivities to the changing security
environment. In context of these
processes Poland will be aiming
for preserving the strong position
of NATO and UE in the European
security architecture and preserv-
ing the principles of international
law based on the rule of respecting
sovereignty and independence of
nations and disuse of military pow-
erin the foreign relations. Ensuring
security by obeying to internation-
al law was the main message of the
address of Mr Andrzej Duda, the
President of the Republic of Poland
at the 70th Session of the General
Assembly of UN.

The key external pillars of Po-
land’s security remain NATO, UE
and partnership with the US. The
NATO summit in Warsaw in 2016
should, in our opinion, enhance as-
surance and adaptation measures
adopted in Newport. For Poland the
most important question remains
strengthening the Eastern flank of
NATO by, inter alia, ensuring sus-
tainable presence of allied forces
and infrastructure in countries of
Central and Eastern Europe. Our
task, facing the growing risks, is to
care for NATO determination for

strengthening its deterrent poten-
tial, defense capabilities, as well as
its political cohesion and solidar-
ity. On the other hand, works on
European Union global strategy on
foreign and security policy should
lead to strengthening credibility of
the Common Security and Defense
Policy. EU should also supplement
competence of NATO in the area of
non-military security, i.a. energy, fi-
nancial and social security. Poland
also firmly supports further tight-
ening of EU-NATO cooperation.
Poland will aim at deepening its
cooperation with strategic part-
ners: the US, Western European
allies, but also countries from our
region. American military presence
in the European continent remains
the key factor for European securi-
ty. A good signal in this matter was
announcing European Reassurance
Initiative by Barrack Obama on 4th
June 2014 during his visit to Po-
land.

The eastern dimension of Europe-
an security remains a very special
challenge. Facing dramatic chang-
esin this area and difficulties in the
process of bringing Eastern Europe-
an countries closer to Euro-Atlantic
structures, Poland must undertake
more ambitious Eastern policy es-
pecially towards Ukraine, Georgia
and Moldova. It is necessary to
present these countries with an
offer which would be meaningful
and credible. This includes not only
material help (e.g. for Ukraine),
but also strengthening presence of
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Polish economic entities and Polish
culture in Eastern Europe. It is not
going to be possible without assis-
tance of the state institutions.

As regards internal dimension of
Poland’s security policy, the prior-
ity is to adopt the comprehensive
and integrated approach to the na-
tional security, based on the stable,
robust financial basis. We need to
strengthen the potential of Pol-
ish Armed Forces and enhance our
modernization and procurement
programs (using domestic defense
industry potential as well). It is

Pawet Soloch
Chief of National Security Bureau

necessary to enlarge mobilization
abilities and develop territorial de-
fense. We also need to pay more
attention to protection of critical
infrastructure and cyber defense.

Strengthening Polish security is
nowadays more than in the past
decades connected with preserv-
ing and strengthening NATO, Eu-
ropean Union and a wide system
of our bi- and multilateral security
and defense cooperation. Never-
theless our own efforts need to be
enhanced as well in order to have
this task accomplished.

Mr Soloch has been president of the Sobieski Institute
think tank. In the years 2005 through 2007 he was depu-
ty minister of interior. On August 7, 2015 President of the
Republic of Poland Andrzej Duda appointed him as Head
of the National Security Bureau.




JAN PIEKLO

Director of the PAUCI Foundation

OSCE "BIS’:
A New European Security
Initiative
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Jan Pieklo argues that the security architecture in Europe is failing. It is
currently based on the legacy of the Helsinki Final Act and the UN Charter
which the United States and the EU hoped would preserve peace on the Eu-
ropean continent after the end of the cold war. However mutual trust be-
tween Russia and the West has deteriorated since the early 1990s starting
with differences over the Balkan Wars, the war between Georgia and Rus-
sia in 2008, and now the continuing confrontation between Russia and the
West over the Russian annexation of Crimea and the invasion of Eastern
Ukraine. ‘Frozen conflicts’ in the post Soviet space have not been resolved
despite efforts by the OSCE and others. Countries like Ukraine, Georgia,
and Moldova, which have signed Association Agreements with the Euro-
pean Union, now feel exposed, given the weakness of the OSCE and the UN
and the failure of Russia, the United Kingdom, and the United States, to
respect guarantees they offered to Ukraine in the Budapest memorandum
of 1994. Jan Piekto suggests that a new soft security organization, ‘OSCE
BIS’, should be established. This new organization should have Ukraine,
Moldova, and Georgia - the signatories of the Association Agreement with
the EU - at its core. Other members would be the US, Canada, the EU, and
possibly Japan and South Korea, together with those post-Soviet states
which can point to a consistent democratic record of government. The ab-
sence of Russia in ‘OSCE BIS’ would reflect the fact that Russia, over the 4
past years, has used the OSCE to serve its own ends and paralyzed OSCE
activities when the organization attempts to secure the sovereignty and
democratic governance of states in the region. Once Russia establishes its
own democratic credentials and withdraws from occupied territories then

it would be welcome to join the new organization Piekto says.

FORTY YEARS HELSINKI:
A SUCCESS?

This year Europe celebrates the
40th anniversary of the Helsinki
Final Act. The Helsinki Declaration
was the first act of the Confer-

ence on Security and Co-operation
in Europe, which took place in the
Finnish capital. Thirty-five states,
including the USA, Canada, and
the European countries except Al-
bania, signed the joint declaration
which sought to improve relations

OSCE ‘BIS’: A New European Security Initiative



between the Communist bloc and
the West. Later, the Helsinki Ac-
cords served as a framework for
the launch of the Organization for
Security and Cooperation in Eu-
rope (OSCE), established by the
Charter of Paris. The Charter was
adopted by a summit meeting of
most European governments, the
US, Canada and the Soviet Union,
in Paris in November 1990, on the
basis of the Helsinki Act. It was fur-
ther amended in the 1999 Charter
for European Security. Both these
documents form the basis for the
Organization for Security and Co-
operation in Europe. In the next
decades this framework, contrib-
uted a wide range of diplomatic in-
struments for solving potential cri-
ses and kept the security balance
in Europe. The OSCE and the United
Nations (UN) guaranteed the invio-
lability of the frontiers and the ter-
ritorial integrity of states.

After the dissolution of the Soviet

Union the Russian Federation was

ion. Ukraine, as a new independent
state, agreed to give up its nuclear
stockpile — the world’s third larg-
est. The Budapest Memorandum,
signed in December 1994, offered
security assurances concerning the
threat or the use of force against
the territorial integrity 5 and po-
litical independence of Ukraine,
as well as that of Belarus and Ka-
zakhstan. The Memorandum was
signed by three nuclear powers:
the Russian Federation, the United
States of America, and the United
Kingdom.

HOW RUSSIA UNDER-
MINED THE SPIRIT OF
HELSINKI

After the dissolution of Soviet Un-
ion, the Russian Federation - as
its legal successor — fuelled local,
mostly ethnic, conflicts in its closer
neighborhood and thereby man-
aged to construct “frozen conflict”
zones —which worked as a leverage
for securing the Kremlin's geopo-
litical interests. These zones were
separatist Transnistria in Moldo-

declared the successor state of the

USSR on the grounds that it con-

tained 51% of the population of

the USSR and 77% of its territory. war, became a de facto part of Ar-
) menian territory. The fragile se-

As a consequence, Russia got the curity architecture, constructed

USSR’s permanent seat on the UN

Security Council.

va, Abkhazia and South Ossetia in
Georgia, and Nagorno-Karabakh,
which, after the Azeri-Armenian

in Europe some years earlier, was
challenged and the work of Pan-Eu-
ropean security organizations (and
various ad hoc contact groups set
up to solve regional problems) be-
came less and less effective.

This was accepted by the other
former republics of the Soviet Un-
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14

The Yugoslav crisis, which led to
ten years of Balkan wars, posed a
new challenge for the existing Eu-
ropean and global security institu-
tions, and exposed the weakness of
the UN peace keeping mandate and

conflict prevention mechanisms.

When the Pan-European coopera-
tive security structures were chal-
lenged and then invalidated by the
Yugoslav wars, the OSCE realized
that its role in conflict prevention
lay more in the normative and soft
security dimension. In 1992, the
OSCE created the Conflict Preven-
tion Centre (CPC) to serve as a fo-
cal pointin European early warning
and dispute settlement. However,
with minor exceptions, the CPC
was bypassed during the explo-
sion of deadly violence in the Bal-
kans. States with a vital stake in
the unfolding conflict apparently
preferred to pursue their policies
through the European Union, the
UN, and, ultimately, through inter-
national ad hoc contact groups”. *

NATO's military intervention
through air strikes and the ground
deployment of soldiers finally man-
aged to end the Balkan war. It is
worth stressing that in this case
it was military action which finally
brought a diplomatic and political
solution to the conflict. Russia,

which supported the Serbs from
the very beginning, considered the
NATO actions and Western peace
settlement (especially the recogni-
tion of Kosovo's independence) as
a geopolitical defeat.

Fred Tanner, “Conflict prevention and con-
flict resolution: limits of multilateralism,” In-
ternational Review of the Red Cross, No. 839,
September 30, 2000. (Fred Tanner is Deputy
Director of the Geneva Centre for Security

Policy).

THE OSCE AND THE
RUSSIAN AGGRESSION
IN UKRAINE

Consequently Moscow developed
a plan for revenge. The first clear
signal of Russia’s openly aggres-
sive intent came with the war in
Georgia in 2008. Moscow blamed
Mikheil Saakashvili and the Geor-
gian side for provoking the conflict
and the West quite easily accept-
ed the Russian version of events.
Partly because of this Saakashvili
first lost his popularity, and then
the election at home. The real cri-
sis came in 2014 with the Russian
annexation of Crimea and the mili-
tary invasion in Eastern Ukraine. It
was Moscow'’s reaction to the Euro-
maidan Revolution in Ukraine and
to the decision of the new, demo-
craticgovernmentin Kyiv to sign an
Association Agreement (AA) with
EU. Through this act of aggression
and violation of the territorial in-
tegrity of Ukraine, Russia invali-
dated the whole fragile European
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security architecture, based on the
Helsinki Accords. Moscow broke
also the UN Charter. The democrat-
ic world community reacted to this
development by using the existing
international diplomatic instru-
ments, which the OSCE, the UN, and
the Council of Europe offered. New
ad hoc initiatives were also set up
such as the Minsk contact group
and the Normandy and Geneva for-
mats to negotiate the conditions of
the successive ceasefires.

Russia, asasignatory and co-found-
er of global and Pan-European in-
stitutions, used its membership to
manipulate and blame the West,
the EU, NATO and Ukraine, for pro-
voking this deadly confrontation.
The situation created a deadlock,
which blocked the chances of solv-
ing the most serious crisis on the
European continent since the Bal-
kan wars. The already invented se-
curity instruments at the disposal
of the West proved to be ineffective
and ill-suited for dealing with the
former partner of the West, who
had unilaterally changed the rules
of the geopolitical game. Ukraine,
Moldova, and Georgia, the three
Eastern Partnership (EaP) countries
which decided to sign Association
Agreements with the EU, are now
left without any security and politi-
cal guarantees.

In the case of Ukraine, Kyiv found it
had lost the guarantees of territori-
al integrity which had been includ-
ed in the Budapest Memorandum.

Since the Bucharest Summit in
2008 the subject of closer links be-
tween NATO, Ukraine, and Georgia,
came off the agenda. After the Eu-
romaidan Revolution, which made
many victims among the activists
who fought for “European values”
in Ukraine, the EU and the trans-
atlantic community, apparently,
left their partners without any con-
structive support. While it is fight-
ing ‘separatists’, who are backed,
manned, and financed by Russia,
Kyiv is deprived of western weap-
ons support, for which it has been
asking for a long time. At the same
time the delivery of French Mistral
helicopter carriers to Russia is only
“temporarily suspended”. With per-
mission of the EU, also the German
firm Daimler may breach sanctions
and help the Russians to develop
modern military vehicles.

With the ongoing war on the Eu-
ropean continent about 1000 km
from the EU’s Eastern border and
the aggressive policy of Putin’s re-
gime, the West found itself in a sit-
uation where its basic credibility is
at stake. Russia’s destabilization
efforts can invalidate the Eastern
Partnership and bring these coun-
tries back under the control of the
Kremlin. This will jeopardize the
EU as a successful political pro-
ject. The result will be a new kind
of Yalta division of the world.

Road to WARSAW SECURITY FORUM 2015
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Russia through blocking and ma-
nipulating the existing global and
Pan-European security organiza-
tions, is preventing that they can
be used for finding a solution to
the growing confrontation. There-
fore, the transatlantic community
should consider the establishment
of a new security institution which
would be able to offer, for the mo-
ment, soft guarantees to the coun-
tries which have signed Associa-

tion Agreements with EU.

Some similar initiatives already
took place before and after the Or-
ange Revolution (2004- 2005) in
Ukraine:

- GUAM was a established in
2001 as an Organization for De-
mocracy and Economic Develop-
ment . It was a regional inter-
governmental organization of
four post- Soviet states: Georgia,
Ukraine, Azerbaijan, and Moldo-
va. Turkey and Latvia had observ-
er status.

» The Community of Democratic
Choice was an intergovernmen-
tal organization, established in
2005. Founding members were
Estonia, Lithuania, Latvia, Geor-
gia, Ukraine, Macedonia, Mol-
dova, Romania, and Slovenia.

Azerbaijan, Bulgaria, the Czech
Republic, Poland, Hungary, the
UsS, the EU, and the OSCE had ob-
server status.

» Black Sea Synergy, established
in 2006. This was an EU initiative,
proposed by Romania. The mem-
bers were Georgia, Azerbaijan,
Armenia, Moldova, Ukraine, and
Romania. Bulgaria and Turkey
had observer status. Russia, in
spite of being invited, showed a
lack of interest in this initiative.

These numerous attempts to build
up cooperation structures show
that even before launching the
Eastern Partnership the countries
of the region were interested in
setting up multilateral networks to
protect their geopolitical interests
and counterbalance Russian influ-
ence in the Black Sea basin. Unfor-
tunately, most of these initiatives
are now dead.

The only successful and consist-
ent initiative was the Eastern
Partnership, inaugurated in 2009,
which was proposed by Poland and
Sweden. The EU project targeted
Ukraine, Belarus, Moldova, Georgia,
Belarus, Armenia, and Azerbaijan.
Its aim was to improve trade rela-
tions with the EU and bring these
countries closer to the EU through
offering them AA’s. Brussels man-
aged to sign an AA with Ukraine,
Moldova and Georgia (However, Ar-
menia, after completing the nego-
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tiations, decided to step away from
the AA and join the Kremlin's Eura-
sian Union). When the EaP turned
out to be successful Russia react-
ed with military force. It attacked
Ukraine, breaking its international
commitments.

In order to save its own credibility
and the EaP initiative, the Western
community should offer its Eastern
partners some kind of soft security
guarantees, based on the Helsinki
accords and the UN charter princi-
ples which address in the first place
the issue of territorial integrity and
sovereignty.

THE NECESSITY OF ‘OSCE
BIS’

This initiative could adopt ‘OSCE
BIS' as a working title, stressing
that it is based on the Helsinki Fi-
nal Act and the Paris Charter. This
initiative should be addressed to:

+ Ukraine, Moldova, and Georgia,
which are signatories to the As-
sociation Agreements with the
EU and would, therefore, receive
a special status

» Turkey and those Balkan coun-
tries which have yet to join the
EU, would be members

» Belarus, Armenia, Azerbaijan
— on the condition that they im-

prove their democracy Record

» Central Asia countries — on the

condition they improve their de-
mocracy record

» Russia could be accepted after
meeting democratic criteria, and
on the condition that it invali-
dates the annexation of Ukrain-
ian and Georgian territories and
withdraws its troops from occu-
pied territories

Special recommendation:

The construction of such a new
intergovernmental  organization
(‘OSCE BIS’) should include a
strong civil society component,
based on the already existing East-
ern Partnership Civil Society Fo-
rum, which should have the right

of membership.

The Western side should be repre-
sented by the EU, the US, Canada,
Norway, Switzerland, and, pos-
sibly, also Australia, Japan, and
South Korea. The new organization
should also be open to new mem-
bers from North Africa (criteria:
democracy record). The name and
further legal and structural details
can be discussed later after agree-
ing on the principles given in this
discussion paper.

The process of launching a new
international organization might
be a long and difficult one, but the
dynamic of developments in Eu-
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rope and the European neighbor-
hood - including the threat posed
by Russia and ISIS - requires a fun-
damentally new approach to these
challenges. Unfortunately, Europe
failed to learn much from the Bal-
kan conflict.
A well coordinated campaign to
publicize this new security archi-
tecture concept might persuade ag-
gressive parties, such as Russia, to
negotiate, in order to preserve the
status quo in the existing security
architecture. If Russia does not do
so, it risks becoming marginalized,
being reduced to a so-called “rogue
state.” This scenario is definite-
ly not an option Moscow wants.
The West should play on Russia’s

weaknesses.

It is evident that hard security
should continue to be provided
by NATO. Jean-Claude Juncker’s
recent initiative concerning the
creation of an EU army seems to
be counterproductive in the cur-
rent situation. The EU desperately
needs to strengthen the transatlan-
tic relationship and a further rap-
prochement between the old conti-
nent and the US could be the only

long-term option for reversing the
existing negative security trends.
This will take time and it needs
a political will on both sides, as
well as a consensus among the EU

member states.

APPENDIX:

As concerns the “Memorandum on
Security Assurances in Connection
with Ukraine's Accession to the
Treaty on the Non-Proliferation of
Nuclear Weapons, signed on 5 De-
cember 1994 by the Presidents of
Ukraine, the Russian Federation
and the United States of America,
and the Prime Minister of the Unit-
ed Kingdom of Great Britain and
Northern Ireland,” which is known
as the “Budapest Memorandum,”
Irina Paliashvili wrote: “The tech-
nical and legal intricacies of its
language can be discussed ad nau-
seam, but nothing can change its
bottomline: the three signatories —
the US, the UK and Russia - confirm
and reaffirm ‘their commitment
to Ukraine in accordance with the
principles of the Final Act of the
Conference on Security and Coop-
eration in Europe, to respect the
independence and sovereignty and
the existing borders of Ukraine'.”

“There is no doubt that Ukraine
has delivered on its commitments
under the Budapest Memorandum

OSCE ‘BIS’: A New European Security Initiative



promptly, fully and in a good faith.
The two guarantors, the US and
the UK, are in a possession of over-
whelming and undeniable evidence
of continuing violation by Russia of
“sovereignty and the existing bor-
ders of Ukraine”, first by occupying
and annexing Crimea, and then by
invading and waging war in Eastern
Ukraine.”

Irina Paliashvili “The Budapest Memorandum

revisited,” Kyiv Post, February 6, 2015.

“The OSCE is allowed to operate at
only two checkpoints on the vast
Ukrainian-Russian border. Yet from
these two checkpoints alone, mon-
itors note hundreds of individuals
in military-style dress freely cross-
ing the border every week. The sep-
aratists have a larger fighting force,
with more weaponry, than some
European countries. Meanwhile,
Russia is reportedly preparing to
deliver its 12th resupply convoy to
separatists in Ukrainian territory at
the end of the month. If the past
eleven deliveries are any indica-
tion, Russia will deny internation-
al monitors or Ukrainian authori-
ties the ability to fully inspect the
convoys. If Russia is indeed send-
ing humanitarian aid, what does it
have to hide? ... The current situa-
tion is dangerous. It is dangerous
because separatists continue to
harass, threaten, and intimidate
the impartial monitors deployed by
the OSCE — monitors who serve on
behalf of the international commu-
nity. According to a January 14th

OSCE report, the Special Monitor-
ing Mission, or SMM, was stopped
at a separatist checkpoint in Okt-
yabr by a hostile separatist com-
mander who ordered the team'’s
car searched and said the moni-
tors would be shot if a camera was
found, even though cameras are a
basic tool of documentation work.
Separatist guards kept their guns
pointed at the monitors during the
exchange, the monitors said, even
though the team posed no threat
and, mercifully, had no camera.”

Remarks by Ambassador Samantha Power, U.S.
Permanent Representative to the United Na-
tions, at a Security Council Briefing on Ukraine,
January 21, 2015.

“As this is the last scheduled PC of
2014, it's a time to take stock. Next
year, as we all know, marks the for-
tieth anniversary of the Helsinki
Final Act. That Act, the founding
document of this Organization, en-
shrined ten fundamental principles
designed to guide the relationships
among participating States. Those
ten principles — referred to as the
Decalogue — are the carefully ne-
gotiated and agreed foundation of
this Organization and provide the
means for ensuring comprehensive
security for the States represented
around this table, and most impor-
tantly, for our citizens.”

“Over the past eight months,
through its actions in and around
Ukraine, the Russian Federation

Road to WARSAW SECURITY FORUM 2015
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has failed to uphold the principles
in the Decalogue. Russia has vi-
olated Ukraine’s sovereignty and
territorial integrity and intervened
in Ukraine's internal affairs. Russia
has undermined efforts to resolve
the crisis peacefully through the
Minsk Protocol and agreements, to
which Russiais a signatory, through
continued military, political, and
financial support of the armed
separatists operating in eastern
Ukraine. De-facto authorities in
Crimea have abused the human
rights and fundamental freedoms
of the people living there, and Rus-
sia has actively supported pro-Rus-
sia separatists as they abused the
human rights of Ukrainians. Russia
has made a mockery of the funda-
mental principle of self-determi-
nation through the so-called “ref-
erendum” held in Crimea. Russia’s
actions have undermined coopera-
tion among States.”

“The consequences of Russia’s ac-
tions are suffered every day by
those killed and wounded in the
fighting in Ukraine’s Donbas re-
gion. They are felt by the people
in eastern Ukraine struggling to
find food and shelter in conflict ar-
eas, as highlighted recently by the
United Nations. They are felt by the
people of Crimea forced to live un-
der an occupying power.”

Ongoing Violations of OSCE Princi-
ples and Commitments by the Rus-
sian Federation and the Situationin
Ukraine.

As delivered by Ambassador Daniel B. Baer to
the Permanent Council, Vienna, December 18,
2014.

“The international community is
united in condemning the violence
that has led to so much needless
suffering in Ukraine, but the vi-
olence continues. Regrettably,
Russia continues to supply new
weapons and increase support for
armed separatists. In doing so, it
fails to meet its international and
OSCE obligations and to live up to
an agreement that it actually ne-
gotiated and signed. The result
is damage to its credibility, and
its own citizens wind up paying a
steep economic and human price,
including the price of hundreds of
Russian soldiers who fight and die
in a country where they had and
have no right to be.

My friends, more broadly, the crisis
that we have experienced in Europe
this past year is not the fault of
the international system. It stems
from the unwillingness of individ-
ual actors to abide by the rules
and the principles of that system.
When rules are broken, they need
to be enforced, not rewritten. De-
spite numerous violations of Hel-
sinki this year, the timeless wisdom
of the final act — that sustainable
security can only be achieved when
fundamental freedoms and human
rights are protected — has been re-
affirmed. To build a more secure
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OSCE area, we need to acknowl-
edge the serious failure of some
member states to live up to their
responsibilities, and these failures
affect us all.

In closing, I thank President Bur-
khalter once again for his stew-
ardship, the people of Switzerland
for their hospitality, and we look
forward to working with Prime Min-
ister Vucic and Foreign Minister
Dacic during Serbia’s chairmanship
next year. And you will be sure that
you will have our support as we cel-
ebrate the 40th anniversary of the
Helsinki Final Act. Thank you.”

Remarks by Secretary of State John Kerry at
OSCE Ministerial Plenary Session, December 4,
2014.

Jan Piekto

Director
PAUCI Foundation

Since May 2005 director of PAUCI (Poland America

Ukraine Cooperation Initiative then transformed to the
Polish-Ukrainian Cooperation Foundation) which manag-
es the trans-border projects with Ukraine, Moldova, Geor-
gia and Armenia. Till May 2005 he worked as a program
director for ZNAK Foundation in Krakow, supervising dif-
ferent educational/journalism programs. As a journalist,
he covered the Romanian Revolution and war in the for-
mer Yugoslavia.




Derek Chollet

Counselor and senior advisor for security and defense policy at the
German Marshall Fund of the United States

After Ukraine, NATO's
Chance for a New Normal
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Can Defence Secretary Ash Carter and European leaders turn NATO's his-

toric Ukraine response into a new future for the alliance?

Listening to politicians and pun-
dits on both sides of the Atlantic,
it would be easy to conclude that
U.S.-European relations are suffer-
ing a major crisis. There is a surplus
of breathless talk about frayed alli-
ances, a vacuum of leadership, and
European jitters about American
withdrawal. Yet the reality is better
than it seems — and at the same
time, it is also more complicated.

While some see the Ukraine cri-
sis and the threat of a revanchist
Russia as exposing fundamental
weaknesses in the transatlantic
security alliance,NATO's response
has revealed more of the alliance’s
strengths than its shortcomings.
It has also been a reminder of NA-
TO’s indispensability. That will be
a key message next week during
Secretary of Defence Ashton Cart-
er's first major trip to Europe at
the Pentagon’s helm, where he will
make important stops in Germany,
Estonia and Brussels for his first
NATO meeting of defence minis-
ters. What's to be seen is if NATO
can turn the temporary attention
of the Ukraine crisis into a perma-
nent evolution of the alliance. Has
NATO found a new norm?

Let's start with the good news. The
past year has seen the most sig-
nificant shift in the transatlantic
security relationship since NATO's
entry into Afghanistan after 9/11.
First, from the moment the Ukraine
crisis erupted, U.S. and allied forces
have maintained a persistent land,
air and sea presence in NATO's
Eastern front-line states. None of
this existed before. For the United
States, this includes a rotational
presence of troops in the Baltics
and Poland. Now the discussion is
whether to preposition heavy ar-
mor and equipment in those loca-
tions—a possibility that President
Barack Obama’s $1 billion “Europe-
an Reassurance Initiative” put on
the table last year—and whether
such deployments should be per-
manent.

Second, U.S. and European lead-
ers have pursued an aggressive
sequence of major military exer-
cises. This year has seen the most
significant American military train-
ing in Europe since the end of the
Cold War. Right now approximately
15,000 troops from 19 NATO coun-
tries are participating in “Allied
Shield,” an exercise to enhance
interoperability, readiness, and re-

After Ukraine, NATO's Chance for a New Normal

23



sponsiveness. This builds NATO's
capabilities to work and fight to-
gether, and sends a clear message
to Russia that the alliance’'s com-
mitment to collective defence re-
mains robust.

Third, the Ukraine «crisis has
jump-started the NATO discussion
about military capabilities. For
years, U.S. defence leaders have
been hectoring their NATO partners
to increase spending, a message
Carter will certainly echo again.
But too often, this was perceived
as more of a theoretical debate
against an ill-defined foe. Now, the
wide acknowledgement of Russia’s
military threat has caused many
NATO partners, particularly coun-
tries like Germany, Poland, and the
Baltics, to step up and invest more
in defence.

Finally, the past year has seen a
shift in the debate about the pur-
pose of NATO itself. While the
concern now is whether NATO will
maintain the will to meet these
new challenges, it was not so long
ago, just before the Ukraine crisis,
that some wondered if NATO was
still relevant at all. In the early days
of planning for last year's NATO
Summit in Wales, those of us in the
U.S. government worried that the
Summit would be dominated by ex-
istential questions like whether we
still needed NATO and what the Al-
liance's purpose would be after its

exploding crisis to Europe’s south
and the insecurity emanating from
North Africa) clearly demonstrated
NATO's enduring relevance.

Vladimir Putin did more to make
NATO relevant than any of us in

government at the time could have

wished.

But therein is the challenge. NA-
TO's responses over the last year
have been reactive and by defini-
tion (when measured by budgets)
temporary. So the question NATO
leaders must answer — and that
Carter should push at next week’s
ministerial meeting — is to decide
how to transition these steps into
a sustainable, fully-resourced “new
normal.”

And this is where things get com-
plicated.

Although U.S. officials and pundits
often assertitis all about us Amer-
icans—and there remain plenty of
policy issues for Washington to
sort out—the main complication
is the divisions within Europe. It is
neither America’s military posture
nor its commitment to Europe.

At the most abstract level, the big-
gest divide lies between Europe’s
East and South.

withdrawal from Afghanistan. Yet
the crisis in Ukraine (as well as the

For good reason, the Baltics and

Poland see Russia as the predomi-
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nant threat, something that Carter
will hear in spades when he meets
with his three Baltic counterparts
gathered in Estonia. But they com-
pete for attention with those on
NATO’s southern tier who are
more worried about the refugee
crisis, which is the worst in Europe
since World War I1.

More specifically, the top Europe-
an contributors to NATO's defence
are on a different strategic page.
The UK is consumed by its own
existential question about its fu-
ture in the EU, as well as a defence
budget that is being drastically
cut. France has emerged as one
of the most reliable and steadfast
defence partners but is intensely
focused on Africa's Sahel, where
it has over 3,000 troops deployed.
Italy also worries mostly about the
crisis to its South, especially Libya,
where it has seriously talked about
inserting a peacekeeping force. Po-
land is seized with the threat from
Russia, as its 18 percentincrease in
defence spending this year shows.

And Germany, which has asserted
itself as Europe’s leader on Ukraine,
still wrestles with the role of its
military in projecting German in-
fluence. As I have argued earlier in
Defence One, German Defence Min-
ister Ursula von der Leyen is one
of Europe’s most interesting (and

active) defence leaders, and has
emerged as one of Carter's clos-
est counterparts. Carter will be the
first U.S. defence secretary to visit
Berlin in nearly a decade, where he
will deliver the main policy speech
of his trip.

These divisions—between East and
South, about competing priorities
and interests—create a strategic
cacophony that raises questions
about Europe’s ability to sustain
its end of the bargain in providing
for a shared defence. For all the
Alliance has accomplished in the
past year to show its resolve, and
for all the earnest rhetoric about
common purpose, how these ten-
sions are managed will define the
transatlantic relationship. As Hen-
ry Kissinger put it nearly four dec-
ades ago, the alliance must be held
together by more than “the highest
common platitude.”
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The European Union (EU) was cre-
ated with the intention of increas-
ing cooperation among European
States within a variety of sectors
to achieve mutual growth. Since its
inception, additional treaties and
regulations have been implement-
ed to expand security, trade, and
social policies. However, the extent
of this unity is brought into ques-
tion when analyzing the energy
markets of Europe.

In the last decade, the European
Commission has repeatedly called
for a ten percent electrical inter-
connection among EU members.
This plan is part of the Energy Un-
ion concept; a comprehensive in-
ternal market for Europe meant
to stabilize energy supply, reduce
costs, and safeguard the environ-
ment.

Although brilliant in theory, one
main criticism of the Energy Un-
ion is that it is yet to materialize.
At least in terms of energy, the EU
is more talk than action. The ten
percent goal has been reiterated
over the course of thirteen years
without coming to fruition. Sever-
al factors contribute to the delay,
including the lack of an effective
management structure, misaligned
goals, political history, and differ-
ences in national interests. Apart
from a volatile supply and high-en-
ergy costs faced by consumers,
a lack of such a Union has made

much of Europe reliant on Russian
energy. This has placed Europe in a
compromising position politically
and economically as well.

The EU has placed intense focus
on fighting climate change in the
past decade, taking the lead in
the global charge toward renewa-
ble energy and making the shift to
green energy a primary goal. Some
countries grant large subsidies to
the renewable sector, disregarding
more efficient resources. The im-
plications of this focus have been
higher costs and a volatile energy
supply; a contradiction of the two
main goals for the Energy Union.
In the Energy Union plan, climate
policy and renewable energy simul-
taneously take the forefront, while
renewable energy is also a primary
method of reaching the goal of cli-
mate policy. This sporadic agenda
pulls Europe in several different di-
rections, which in turn leads to the
lack of progress being made on the
energy front.

Misaligned priorities among EU
members are another obstacle
to interconnecting the European
energy grid. Certain EU member
States have not made this plan a
priority and chosen instead to al-
|locate crucial resources to develop
basicinfrastructure. In some cases,
countries with lower technological
capabilities than their more ad-
vanced partners find it in their in-
terest to remain disconnected. For
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example, Poland is disproportion-
ately powered by inefficient coal-
fired power plants. The Energy Un-
ion plan would see Poland reducing
its coal output to rely on more
technologically advanced forms
power generation. For the Polish
people, this may have positive out-
comes such as lower energy costs
and increased efficiency, but that
must be weighed against the loss
of jobs at the power plants and in
coal related industries. Ultimately,
the EU seeks to decarbonize its en-
tire economy and energy practices.
This would permanently strip Po-
land of its coal industry, something
the Polish may want to delay. Such
issues stand in the way of the over-
arching goal of uniting an internal
market.

Furthermore, the apparent reluc-
tance to collaborate can some-
times be traced back to events in
common European history. Various
political disputes between coun-
tries have lead to a deterioration
of trust between certain European
States. Germany and Poland stand
out as a primary example. Over the
course of history, land disputes and
differences in political and cultural
ideologies have divided these bor-
dering States. As a result of this,
the relationship between the two
countries is constantly over-shad-
owed by the specter of the past.

When taken together an overarch-
ing issue obstructing the Energy
Union appears to be a lack of an ef-

fective management structure and
a basic blueprint to carry out the
project. As a result of this, resourc-
es are allocated inefficiently and
States are not held responsible or
accountable for their lack of coop-
eration thus leading to a very slow
and fractured process.

Taking the above-mentioned mat-
ters into consideration, six policy
recommendations are encouraged
to help guide the creation of a suc-
cessful energy union:

These recommendations include,
but are not limited to the follow-

ing:

1. The creation of a dedicated EU

institution to oversee the Euro-

pean Energy Union project

2. Increased cross-border financ-

ing for energy infrastructure

3. Mandatory enforcement of

integration deadlines

4. Utilization of Europe’s geo-
graphical layout to maximize
production of renewable energy

5. The creation of regional grids

6. The acknowledgment and

Road to WARSAW SECURITY FORUM 2015

29



30

usage of natural gas as a viable

source of energy

An Energy Union within the EU has
many challenges ahead of it, name-
ly the 28 individual members that
make up the Union. An undeniable
hindrance to achieving the plan is
the call for sweeping policies at the
continental level that can at times

contradict the policies of member
States. It is pertinent to note the
issues being raised regarding a
potential Energy Union are of the
same caliber as those first raised
regarding the formation of the
EU itself. The Energy Union will
succeed, but only if the European
States realize the importance of
such a fundamental link.

The Alliance for Innovation and Infrastructure (Aii) recently complied a

report on the European Energy Union titled “An Energy (Dis)Union: A Cri-

tique of the European Internal Market.” The report analyzes issues such

as historical implications, contemporary economics, and politics, which

impact the creation of a European Energy Union. This document serves as

a preview outlining several of the major issues raised in the report and the

policy recommendations within it. More information regarding the Energy

Union, its importance, and a discussion of the recommendations will be

available in the upcoming report.

The Alliance for
Innovation

and Infrastructure

Aii is a U.S. based nonprofit committed to promoting in-
novative and effective strategies to address a variety of

issues currently faced by the energy and transportation
industries.




Jagello 2000

Hybrid Warfare: A New
Phenomenon in Europe’s
Security Environment
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1. Hybrid warfare as a
concept

The war in Clausewitz's concept is
seen as a continuation of the pol-
icy of the state by violent means,
which are used to force the oppo-
nent to execute our will. The pri-
mary role in this concept is played
by the use of armed violence in
its symmetrical or asymmetrical
form. To this end all the resources
of society are used as later elabo-
rated in the concept of total war.
Although hybrid warfare serves the
same purpose, namely the achieve-
ment of political goals, which can
be very diverse, it differs from war
in Clausewitz's concept (further re-
ferred to as ‘classic war’) in many
different characteristics.

Expert debate about hybrid war-
fare began in foreign literature
long before the Russian invasion
of Ukraine. In our opinion, this
debate’'s weakness consists in the
fact that the available definitions
do not set explicit demarcation
criteria for distinguishing between
classical and hybrid warfare. If we
want to differentiate between hy-
brid warfare and classic war, the
main demarcation criterion, in our
judgment is the use of the means
that are primarily used to achieve
the objectives of war. In hybrid war-
fare, it is important that non-mil-
itary means of subversive nature
play the leading role. Ideally, an
attacking state need not make ex-
plicit use of military force. The aim

of the attacker is to control the
minds of the political leadership
and the population of the attacked
state through propaganda (psy-
chological operations), deceptive
campaigns and intimidation by
terror. If military force is used, it is
used in secret. Use of demarcation
criteria, prioritising non-military
tools of subversion and conducting
secret warfare, these aspects clear-
ly distinguish hybrid warfare from
other types of war.

1.1 Working definition
of hybrid warfare

Hybrid warfare is an armed con-
flict conducted by a combination
of non-military and military means
and aiming with their synergistic
effect to compel the enemy to take
such steps that he would not do of
his own accord. At least one side of
the conflict is the state. The main
role in achieving the objectives
of war is played by non-military
means such as psychological oper-
ations and propaganda, econom-
ic sanctions, embargoes, criminal
activities, terrorist activities, and
other subversive activities of a sim-
ilar nature. The attacker’s military
operations are conducted in se-
cret by irregular forces combining
symmetric and asymmetric meth-
ods of combat operations against
the whole society and, in particu-
lar, against its political structures,
state authorities and local govern-
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ment, the state economy, the mo-
rale of the population and against
the armed forces.

2. Use of elements
of hybrid warfare
against Georgia and
Ukraine

2.1 Georgia 2008

The Russia-Georgia armed conflict
in the summer of 2008 broke out
at the time of the Beijing Olympics
and aroused deep concern in the
international community. Accord-
ing to some experts, it was the first
armed confrontation between the
East and the West after the end
of the Cold War. The main aim of
Russia was to retain its influence
through military operations, to
recognise the independence of the
regions concerned, and to main-
tain a significant military presence
in those territories. Last but not
least, Russia ‘buried’ the chances of
Georgia to achieve NATO member-
ship in the near future, which Geor-
gia has sought since 2002.

In this case, it was not a hybrid
warfare within the meaning of the
above-proposed definition. It was
a war according to the classical
definition, in which Russia open-
ly intervened with militarily force

and used some elements of hybrid

warfare to prepare and support the

conduct of combat operations.

The policy goals of the operation
were primarily achieved by military
force whereas elements of hybrid
warfare (economic sanctions and
embargoes, information war, war in
cyberspace) played more of a sup-
porting role.

Both sides of the armed conflict
waged an intensive information
war, making it difficult to sepa-
rate facts from intentionally dis-
seminated disinformation. This
information war was dominated by
three main themes:

1. Georgia and especially Pres-
ident Saakashvili were aggres-
sors.

2.Russia was forced to intervene
to defend its citizens and to pre-
vent a humanitarian catastrophe
(defensive purpose);

3 . The West has no legitimate
reason for criticizing Russia be-
cause Russia simply does what
the West did in Kosovo in 1999.

Parallel to the information war
against Georgia, cyber war also
took place. A total of 38 Georgian
websites were attacked, including
the website of the Georgian pres-
ident, Ministry of Foreign Affairs,
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National Bank, Parliament, and Su-
preme Court. These attacks were
centrally managed and coordinat-
ed.

It is difficult to evaluate the per-
formance of the Russian armed
forces, as itis still not entirely clear
whether it was a pre-planned and
carefully prepared military oper-
ation, or whether it was on both
sides an unexpected war, for which
neither of the conflicting parties
were prepared. However, the rapid-
ity of the deployment of Russian
military forces in the mountain-
ous terrain, the early opening of a
second front in Abkhazia, Russian
espionage activities in the region,
military provocations on the eve
of war, the downing of a Georgian
unmanned aircraft and, last but
not least, the Russian military ex-
ercises in the region (‘Caucasus
2008') demonstrate the readiness
of Russia to escalate the conflict.
The conflict nevertheless revealed
many Russian shortcomings, par-
ticularly weaknesses in the co-
ordination of ground, naval and
air forces. According to available
sources, an important role in mili-
tary operations was played by air-
borne units and special forces. The
reforms announced by the Russian
president immediately after the
war reflect the intention to im-
prove Russia’s ability to effectively
lead the campaign by employing
modern technologies and operat-
ing procedures.

2.2 Ukraine 2014-2015

Russia used and is still using
against Ukraine a wide range of
military (asymmetric and sym-
metric), economic, propagandistic,
diplomatic and perhaps even cyber
means of combat.

The activity of Russian diplomacy,
of course, cannot be summed in a
text of this scope and purpose, but
in brief, we can say that Russia is
seeking to weaken Kiev at forums
of international organisations, in
particular by promoting the fed-
eralisation of Ukraine. Concern-
ing the economic means, Moscow
manipulates the price of imported
Russian natural gas and adopts
restrictive non-tariff measures on
Ukrainian food products. For the
Ukrainian economy, the most se-
vere sanction is a ban on the use
of Russian air space by Ukrainian
airlines.

Russia uses the so-called ‘new
propaganda’ that does not seek to
persuade the recipient, but to ob-
fuscate what is truth and what the
recipient can trust. To enlist sup-
port for the war in the Russian pop-
ulation it uses a broad variety of
media channels, particularly state
television, which in its coverage of
Ukraine can significantly influence
the local public opinion. These in-
clude Russia Today, Voice of Russia,
Sputnik, press agency ITAR-TASS
and the agency RIA Novosti. It is
also worth mentioning that mul-
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tiple sources have confirmed the
existence of an army of trolls paid
by the government. These are In-
ternet bloggers and debaters who
post views preferred by the Russian
government to domestic and for-
eign websites.

Concerning the cyberspace area,
several attacks against the Ukrain-
ian government websites and sys-
tems have been recorded (e.g.
the Ukrainian electoral counting
electronic system, the Ukrainian
transport network, and attacks on
websites of volunteer battalions).
However, it is not possible to de-
termine with certainty whether it
has been the work of the Russian
forces. It is also necessary to em-
phasise that all cyber-attacks are
only the tip of the iceberg. The ex-
tent of Russian cyber-attacks using
malware or spyware can never be
determined with certainty unless
Russia discloses this information
voluntarily (or if it is leaked).

In the military dimension, Rus-
sia and the separatists are able to
deploy a wide spectrum of units
in the conflict. According to the
US Department of Defense, in No-
vember 2014 Russia had 7,000 reg-
ular troops in Ukraine (excluding
the Crimea). To this day, it is al-
leged that more than 40,000 Rus-
sian troops have been rotated in
Ukraine. Russia and Russian organ-
isations actively support the sepa-

ratists (with logistics, material and
personnel), who are a combination
of the local population, Russian
citizens and, occasionally, citizens
of many other countries. Without
extensive logistical support from
the outside, it is impossible for the
separatists to conduct combat op-
erations to the extent that we see
in eastern Ukraine. Russia is the
only country in the region that has
the capacity and motivation.

If we apply the working defini-
tion in the introduction, then we
can speak of hybrid warfare in
particular to describe the Russian
occupation of the Crimea and Rus-
sian operations until the summer
of 2014.

Evaluation of the conflict since the
summer of 2014 is not so clear-cut.
Since summer 2014, it is quite ob-
vious that regular Russian troops
operate in eastern Ukraine and if
necessary (e.g. imminent defeat
of the separatists) even entire or-
ganic military units can be used.
Denying this direct participation of
the Russian military belongs to the
hybrid warfare tools. On the other
hand, the direct military interven-
tion of Russia suggests that hybrid
warfare has reached its limits.

3. Is this a new
approach?
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The bedrock of the hybrid war-
fare concept is that of subversion,
which comprises four main stages:

1. demoralisation of the target
society,

2. destabilisation of the target
society,

3. precipitation of a crisis in the
target society,

4. seizing control of the target
society by internal forces acting
in concert with the attacker.

This is an old Soviet (Marxist-Len-
inist) concept, applied towards the
West by the USSR throughout its
existence. Attacks on the adver-
sary’'s political authorities, prop-
aganda, fomenting unrest, creat-
ing ‘people’s republics’, these are
well-known components under the
cloak of the new hybrid warfare.
Modern information technologies
allow multiplication of the effect
that brings a new quality and dan-
gerous nature of this phenomenon.

4. Potential of hybrid
warfare

Hybrid warfare in the media space

is considered extremely dangerous.

The proponents of this view usual-
ly refer to the Russian general Ger-
asimov, who claims that hybrid war

can disrupt even a well-governed
and prosperous state. This opti-
mism (or pessimism, depending
on one's perspective) is difficult to
sustain in the light of the current
empirical evidence. In a security
analysis of this phenomenon, it is
important neither to underesti-
mate nor to overestimate its pos-
sibilities. The main problem for the
defender is to identify the moment
when he is the target of a hybrid
attack.

Therefore, defence against hybrid
warfare depends in the first line
on intelligence services and in the
second line on an authentic civil

society.

To wage a hybrid war aiming to
achieve political goals, a number
of specific necessary — however
not sufficient — conditions must be
met. Only their right configuration
generates a suitable battlefield for
hybrid warfare.

Empirical evidence to date indi-
cates that these are at least the
following necessary but not suffi-
cient conditions in isolation:

1. the attacked country has been
mismanaged in the long term
and it does not fulfil its basic
functions,

2. its population is divided along
several dividing lines,
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3. the potential attacker holds
a certain attraction for a part of
the attacked-country population
and can therefore use soft-power
instruments,

4. the attacked country borders
the attacker and is unable to ef-
fectively control its borders,

5. the attacked country has no
dependable allies, and

6. the attacker has a certain de-
gree of credibility in the interna-
tional community, which allows
him to influence the internation-
al community with his version of
events.

Even in the case of Ukraine, which
is in the post-communist milieu
the prototype of a poorly governed
state, managed like a company
that lays golden eggs for oligarchs,
the hybrid warfare succeeded only

in the first stage in the Crimea.

However, by the second stage,
when Russia, encouraged by its
success in the Crimea, tried to split
Ukraine along the Odessa—Khark-
ov line, this concept fatally failed
and the defeat of Russian irregu-
lar forces fighting in secret until
then in the east of Ukraine had to
be prevented by an open interven-
tion of Russian regular forces in
the summer 2014. This interven-

tion continues till today, producing
negative political, economic and
military consequences Russia.

If we think about further poten-
tial of hybrid warfare used against
the West and the countries close
to it, we must take into account
that Russia has lost the element of
surprise. Potential targets of this
type of warfare, which in our region
means primarily the Baltic States
and indirectly NATO, would now be
less shocked than in 2014. This is
relevant also to the other countries
of the West. Whether this conclu-
sion applies to Belarus and the
Central Asian countries is a ques-
tion, however. Some steps taken by
Belarus indicate that Lukashenko
is aware of these risks.

Hybrid warfare has to be carefully
analysed and preparations have to
be made for waging it. The Central
European countries should devote
particular attention to Russia. A
fight against an opponent that
wages a hybrid war is the task for
the entire society and must be con-
ducted in all areas. Last but not
least, the society must be prepared
to make hybrid counterattacks in
the area of information war and in
cyberspace against the attacker.
However, in our opinion, a much
more dangerous form of Russian
aggression against members of
NATO would be a repeat of the
Georgian scenario, especially if itis
supported by nuclear threats from
Russia.
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5. Proposed measures

for improving the

ability of states to

face hybrid warfare

+ Strengthen the state's ability
to fulfil its basic functions and
hence the loyalty of citizens to

the state.

+ Carry out intelligence and an-
alytical activities in order to de-
tect enemy preparations for a
hybrid warfare, and, particularly,
the launch of hybrid attacks us-

ing subversion.

» Continually single out countries
that might resort to hybrid war-
fare and focus attention on them
already in peacetime. Continu-
ously draw up plans of counter-
measures of both defensive and
offensive nature against these
countries in all areas relevant to

hybrid warfare.

- Systematically prevent the infil-
tration of political leadership of
the state carried out by agents
of influence of a potential hybrid

attacker.

= Acquaint the public in a suita-
ble form with influence networks
which a potential hybrid attacker
constructs in the attacked-to-be
country as well as with their mo-

dus operandi.

« Strengthen social cohesion of
the country. By the active state
policy do not allow the creation
of variously defined socially ex-
cluded areas (e.g. based on eth-
nicity, religion or social status),
which a potential attacker could
rely on and which he could ex-
ploit in his campaign.

» Develop and build political rela-
tions with other potential targets
of hybrid aggression. Exchange
experience both on appropriate
multilateral platforms (NATO
and EU) as well as bilaterally.

- In the area of foreign policy,
strive to address the threats as-
sociated with hybrid warfare in
international organisations for
collective defence of which the
state is a member.

» Reduce to a minimum the nec-
essary level of diplomatic, eco-
nomic, military and cultural re-
lations with countries that have
been evaluated as potential hy-
brid attackers.

- Develop an adequate form of
homeland defence conscious-
ness and educational activities
among the population concern-
ing hybrid warfare and ways to
face it. Systematically develop
cooperation in this area with an
authentic civil society.

- Enhance flexibility and the abil-
ity of independent action at all
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levels of state, local government
and the armed forces.

+ Develop a wide range of capa-
bilities needed for hybrid war-
fare, particularly intelligence ca-
pabilities, including the abilities
to operate in cyberspace and to
use information operations.

» Build military capabilities to be
usable at all types of expedition-
ary operations and in defending
territory.

» Create legislative conditions to
ensure that police forces could
be rapidly reinforced on the na-
tional territory by the military in
their fight against unidentified
armed formations at a time when
the state has not formally been
declared a war.

« Pursue scientific study of the
issue of hybrid warfare using the
approaches of all relevant scien-
tific disciplines.

» Strengthen the ability of the
police to act against irregular
and hostile unidentified armed
formations fighting incognito at
the very moment they attempt
to paralyse the authority of state
and local government.

Research and presentation paper by Jagello 2000 in cooperation with Fac-
ulty of Social Studies, Masaryk University, Brno and European Commis-
sion Representation in the Czech Republic. This is an edited and translated
version of a text published in Czech as “Hybridni vilka jako novy fenomén
v bezpecnostnim prostiedi Evropy” (ISBN 978-80-904850-2-0) in Septem-
ber 2015 by Jagello 2000. The original text was written by Zdenék Kiiz,
Zinaida Shevchuk, Peter Stevkov (Masaryk University, Czech Republic).
© Jagello 2000, 2015
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Jagello 2000

Jagello 2000 is a leading Czech non-profit civic organi-
zation active in public and defence diplomacy. Its main
goal is to build a well-informed public that is more un-
derstanding in terms of defence, security, transatlantic
relations and NATO. The main impulse to establish Jag-
ello 2000 came with the 1999 membership of the Czech
Republic and Poland in NATO. Jagello 2000°s flagship
project is NATO Days in Ostrava & Czech Air Force Days
— the biggest security show in Europe. Other key pro-
jects include the natoaktual.cz news portal, the Aliante
international student competition and the NATO Infor-
mation Centre in Prague. Jagello 2000 has been the rep-
resentative of the Czech Republic in the Atlantic Treaty
Association since 2003.




Istvan Simicsko
Minister of Defence of the Republic of Hungary

The Visegrad Cooperation as
a contributor to security and
defence in Europe
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In February, 2016 the Visegrad cooperation will celebrate its 25th anniver-

sary. Twenty five years ago, the four Central European countries signed a

declaration in Visegrad to cooperate along their economic, diplomatic and

political interests. Though, the Czech Republic, Hungary, Poland and Slo-

vakia share common cultural, religious and historical roots, the purpose

of this cooperation is not only to strengthen and preserve their heritage

but also to contribute to build a European security structure within the

Euro-Atlantic area.

Since 1991, many things have
changed and today we have been
witnessing a considerable change
on the global security landscape.
Among others, we have to cope
with the crisis in Ukraine, the civil
war in Syria, the unstable or even
anarchic Sahel region and Cen-
tral Africa and the mass migration
from these regions to the Europe-
an Union. We also have to take into
account newly emerging threats,
most importantly cyber threats,
which are different from those of
conventional threats and might ne-
cessitate a comprehensive review
and amendment of our concepts
of war. The cumulative effects of
these changes might decrease the
cohesion of the transatlantic com-
munity in a period when the global
security environment is full of com-
plex and dangerous challenges.

These global security circumstanc-
es made central European coun-
tries realize that a strong regional
alliance is inevitable in order to
tackle with the upcoming issues

successfully. The European Union
and NATO also encouraged close
co-operation within the region
which needs increased transpar-
ency. Both organization took steps
towards a better cooperation on
capabilities development, there-
fore they introduced the EU Pool-
ing and Sharing and NATO Smart
Defence concepts. The Visegrad
Group realized its essential role
in strengthening the ties between
Central Europe and the Euro-At-
lantic structure and full-heartedly
supported the initiatives. In 2012
the V4 Defence Ministers present-
ed a declaration of Responsibility
foraStrong NATO inwhich they as-
sured their commitment to further
implementation of the 2010 NATO
Strategic Concept. The declaration
was followed by several other joint
statements.

Moreover, the members of the V4
recognized that the region’'s inter-
ests are best articulated and rep-
resented in both the EU and NATO
if our countries join together and
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adjust their policies according to
our common needs. Regular ex-
change of views on different se-
curity or defence policy issues be-
came a standard practice. We have
been thinking together, we have
been issuing joint non-papers and
declarations, addressing the most
relevant topics on NATO’'s and EU’s
agenda.

When Hungary took over the ro-
tational annual presidency of the
Visegrad Cooperation from Poland
in July 2013, a strong commitment
to direct defence-related initia-
tives within the V4 towards a more
visible and effective form of coop-
eration was clearly stated. Based
on the achievements of the Polish
Presidency, Hungary committed
herself to facilitate the establish-
ment of frameworks and political
guidelines that enable the V4 to
act on the European political scene
with more visibility, credibility and
with practical results. Thus, be-
sides the bottom-up approach that
characterised our cooperation in
the past, a top-down approach to
channel strategic intentions has
been introduced, which manifested
in the joint statement of our Prime
Ministers in October 2013, Buda-
pest Joint Statement of the Viseg-
rad Group Heads of Government on
Strengthening the V4 Security and
Defence Cooperation. The highest
political attention made the field
of defence cooperation a flagship
area within the V4 cooperation.

In 2014 March, the Long Term Vi-
sion of the Visegrad Countries on
Deepening their Defence Cooper-
ation stated our main objectives
such as deepening of defence co-
operation, modernization of our
armed forces, better use of the
available resources, and increas-
ing/maintaining the level of de-
fence spending. We considered
the following areas especially im-
portant: capability development,
procurement and defence indus-
try, establishment of multinational
units and running cross border ac-
tivities, education and training and
exercise. During the Slovak Presi-
dency an Action Plan was finalized
to help the implementation of the
Long Term Vision which provided a
good basis for the Czech Presiden-
cy and the next year Polish Presi-
dency to take action.

The V4 EU Battlegroup soon be-
came the flagship of the V4 de-
fence cooperation. The importance
of this project lies in its ability to
show our commitment to contrib-
ute to the rapid response capabil-
ity of the European Union and to
give visibility to our cooperation,
but most importantly to foster our
common capability development.
In November 2015, the V4 EU BG
certification exercise is taken place
linked to the NATO high visibility
exercise “Trident Juncture 2015".
The joint exercise provides the “V4
brand” with a better visibility and
contributes to enhance NATO-EU
cooperation.
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Another successful achievement of
ours is the development of Cross
Border Operations between the
four countries. Right now we are at
the level of creating bilateral agree-
ments, thus later we will be able to
raise them to a multinational level.
The agreement between Hunga-
ry and Slovakia can be signed this
year and the agreements between
the other V4 countries are at final
stages as well. We are determined
to develop our cross border region-
al cooperation according to the
NATO Integrated Air and Missile
Defence System (NATINAMDS)
and the Single European Sky (SES)
rules. In addition, we have recently
started discussions about the pos-
sibilities of a future regional pilot
training.

Defence planning is a relatively
new field of our cooperation. The
Visegrad Heads of State and Gov-
ernment gave guidance in their
Joint Budapest Statement in 2013
to explore the possibility to create
a framework for an enhanced de-
fence planning cooperation. Since
then, a structured and pragmatic
collaboration has started with the
aim of identifying promising areas
for common capability develop-
ment. This includes not just pool-
ing and sharing of existing assets,
and joint procurement projects,
but cooperation among our de-
fence industries, and research and
development activities.

As for our future goals, we think it
is crucial to utilize the experience
we will have gained during the
V4 EU BG 16 standby period. Our
long term plan include the estab-
lishment of a permanent modular
force and a V4 EU BG in 2019. The
permanent V4 modular force is to
be a real and genuine spearhead
project of the Visegrad defence co-
operation. Once it will be formed,
it can provide us with an effective
force-multiplier to contribute to
NATO, EU and other international
activities, while strengthening the
V4 brand, as well.

Due to the increasing security chal-
lenges, the V4 countries expressed
their intention to cooperate more
closely in defence and security
matters at political level as well.
Currently, in the field of political
consultations, our common goals
include the representation of V4
priorities in the EU Global Strategy
on Foreign and Security Policy, V4
preparation for the Warsaw Sum-
mit and dealing with the immense
flow of migration. Though, in some
cases our level of threats differs
and therefore we might use differ-
ent approaches, we try to address
the challenges together.

In the run up to the Warsaw Sum-
mit, we have already started our
work of preparation. The imple-
mentation of the Readiness Action
Plan is the most important under-
taking on the road to the Warsaw
Summit. The common goal is to
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complete all work strands by War-
saw. For us, a big step towards this
goal was the recent ministerial
agreement to set up two addition-
al NFIUs in Hungary and Slovakia.
Through this step, NATO's Eastern
borders will be covered with small
multinational headquarters, sig-
nalling the indivisible security of
our Alliance.

Since the Eastern part of Europe
is currently facing with numerous
challenges, strengthening cooper-
ation in areas where we have com-
mon interest is crucial. Mass migra-
tion towards the European Union is
a key issue not only from a Euro-
pean but a regional perspective as
well. The V4 is determined to man-
age the current migratory pressure
in the framework of a regional co-
operation and we all agree that the
Schengen borders of the EU need
to be protected. By contributing to
the Hungarian border protection,
the V4 countries expressed their
political support for Hungary, but it
is also a practical assistance for us
which proves the effectiveness of
the Visegrad Group.

I believe that regional cooperation
within the EU and also NATO is an
effective and trustworthy force
that contributes not only to the
strengthening of regional security
but it fosters stability and security
in Europe as well. Therefore, the V4
is determined to move ahead on
this road and it is also open to co-
operate with other regional forma-

tions such as the Central European
Defence Cooperation (CEDC). Some
forms of consultation and co-oper-
ation already exists with the We-
imar Triangle and NORDEFCO as
well, but we are ready to seek new
opportunities for V4 + W3 co-oper-
ation within the EU and NATO. We
are also open to further explore
how we could work together with
the US.

The Visegrad Group is a strong stra-
tegic partnership in a region with
strategic importance, democratic
values and a strong will to coop-
erate in the hope of a more secure
world. V4 co-operation, serving as
a model for regional co-operation,
has proved to be a 25-year-old
friendship with great determina-
tion to support regional develop-
ment and European stability.
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Istvan Simicsko
Minister of Defence of the Republic of
Hungary

Following the landslide victory of the Fidesz in the 2010
parliamentary election, Simicskd was appointed Secre-
tary of State for Defence on 2 June 2010, under Minister
Csaba Hende. Simicskd was appointed to the position of
Minister of Defence in September 2015 after the resigna-
tion of Csaba Hende during the European migrant crisis,
with the speed at constructing a wall on the border
with Serbia being an issue for Prime Minister Viktor

Orban.




Joanna Swigtkowska
CYBERSEC Programme Director
Senior Research Fellow of the Kosciuszko Institute

Cybersecurity - fundament
of overall safety and security
within the European Union
— state of play and future,
and future challenges
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It has been more than two years
since the adoption of the Cyberse-
curity Strategy by the European Un-
ion. It is a good time to look closer
at actions taken by the European
Community and identify at least
some challenges that will need to
be faced in the nearest future.

The document sets out the prin-
ciples for cybersecurity as well as
points out the EU vision, articulat-
ed in five strategic priorities:

1. Achieving cyber resilience,
2. Reducing cybercrime,

3. Developing cyberdefence poli-
cy and capabilities related to the
Common Security and Defence
Policy,

4. Developing the industrial and
technological resources for cy-
bersecurity,

5. Establishing a coherent inter-
national cyberspace policy and
promoting core EU values.

Starting with the first strategic
priority, there are numerous ac-
tions and initiatives currently un-
dergoing within the EU that help
to achieve cyber resilience. In this
context, the role of the European
Network and Information Secu-
rity Agency cannot be underesti-
mated. The Agency supports the
stakeholders in various activities
which aim to increase the cyber

capabilities. Among many others,
ENISA presents recommendation
and good practices in preparation
of robust cybersecurity strategies
and implementing actions that
help to increase cybersecurity.
Even though more and more EU
countries are increasingly taking
actions that should assure high-
er level of security in cyberspace,
there are still gaps across the EU.
National capabilities (quality of
cyber initiatives, solutions) are
not strong enough, and very often
leave much to be desired. Many of
the EU countries must also improve
their relations in terms of cooper-
ation. Building widely understood
solid cyber capabilities at the na-
tional level is the goal that needs
to be achieved as soon as possible.

Even though this process requires
involvement of many different
stakeholders, one element of the
system should be underlined.
CERTs (Computer Emergency Re-
sponse Teams) play increasingly
important role in the ecosystem of
cybersecurity. Even though Mem-
ber States as well as the EU itself
develop these entities, building
stronger capabilities and coop-
eration between them is crucial.
CERTs" community should work
together even stronger and share
good practices, exchange experi-
ences multilaterally and bilateral-
ly = not only within the EU but also
beyond. For instance, cooperation
with Ukrainian entities is currently
very important.
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One of the most important ele-
ments of the current EU activities is
a Directive on a common high level
of Network and Information Secu-
rity (NIS) across the Union, related
to national capabilities and pre-
paredness, EU-level cooperation,
take-up of risk management prac-
tices and information sharing. The
legislation will establish minimum
requirements for network and in-
formation security at national lev-
el, and will oblige Member States to
take numerous actions in the field
of cybersecurity. Currently, the NIS
Directive is negotiated at the EU
level. Many stakeholders count on
this legislation, hoping that it will
accelerate needed actions within
Member States. Indeed, the doc-
ument may have very positive in-
fluence on overall cybersecurity.
Therefore, it is crucial to finish the
process of the negotiations and
adopt solid Directive. At the same
time, however, Member States can-
not wait passively for international
solutions. There is a strong need to
take actions right here, right now.

The foundation of the cybersecu-
rity is based on well working, effi-
cient private-public cooperation.
The EU is making strong effort to
enhance this type of cooperation.
European Public-Private Partner-
ship for Resilience is one example
of this engagement. But again,
more decisive actions at national
level are required. The main dis-
pute concerns whether to build this

cooperation on mandatory or vol-
untary approach and how to build
trust between different actors. Re-
gardless of the chosen approach,
well organised and planned sys-
tem of effective incentives (finan-
cial and non-financial) that would
boost the cooperation is needed.
Some propositions and recommen-
dations in this area can be found
in the report Critical Infrastructure
Security — the ICT dimension — pre-
pared by the Kosciuszko Institute.

The second aim of the Cybersecuri-
ty Strategy of the European Union
is to drastically reduce cybercrime.
There are at least two internation-
al instruments that strongly help
to achieve this goal. The first one
is establishment of the European
Cybercrime Centre and the sec-
ond is existence of the Council of
Europe’s Budapest Convention on
Cybercrime. Combating cybercrime
effectively requires developing rel-
evant skills at the domestic level
with international cooperation. All
the stakeholders, especially enti-
ties responsible for law enforce-
ment and the judiciary must adjust
their modus operandi to the new,
digital environment. The actors
must have new powers and tools
to perform their duties sufficient-
ly. Next step is to use joint efforts
to fight cybercrime globally — to
increase efficiency of actions and
eliminate safe havens. Above-men-
tioned: the EC3 and the convention
are fundamental. The Centre must
further develop its capabilities, and
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the international community must
find ways to implement the Con-
vention’s provisions more fully and
to promote its ratification by other
countries. The other challenge is to
keep the document up to date, to
keep up with the changing reality.

Next strategic priority is related to
the development of cyberdefence
policy and its capabilities. In con-
text of this strategic issue, itis sig-
nificant to underline cooperation
with NATO. It is extremely impor-
tant to harmonise efforts of these
two organisations and avoid any
duplications. Only by understand-
ing different roles and responsibil-
ities can we achieve the effect of
symbiosis. This cooperation, forin-
stance, can be materialised in more
intense collaboration in the field of
critical information infrastructure
protection, more intense exchange
of information, early warnings and
other good practices.

Having said that, the EU deci-
sion-makers must understand tha-
ta more and more tense geopolit-
ical situation in Europe — conflict
in Ukraine, hybrid warfare that
includes cyber elements, cyber
operations of so-called IS — poses
increasing challenge and takes rel-
evant actions. Nowadays, almost
all conflicts that take place in real
word have some elements that are
performed in cyberspace. These el-
ements have different dimensions
and various consequences. The
nature of this challenge must be

understood and taken under con-
sideration while thinking about the
European security and safety.

Cybersecurity not only ensures
our well-being and functioning
of our daily lives but it is also the
backbone of the EU economy. In
this context, it is worth mention-
ing that the European Commission
has identified the completion of
the Digital Single Market (DSM) as
one of its ten political priorities.
By achieving this aim Europe can
boost its GDP by almost €500 bil-
lion a year. The preconditions of
successful actions within the DSM
framework are cybersecurity and
consumer confidence. This argu-
ment is supported by data: 38%
of the EU internet users are con-
cerned about the safety of online
payments and have consequently
changed their behaviour regarding
security issues, 18% declare to be
less likely to buy goods online, and
15% affirm that they are less like-
ly to use online banking .For these
reasons additional actions are
needed — citizens must have trust
in ICT products and services.

Cybersecurity cannot be assured
without technological and human
resources. Strong research, devel-
opment, and innovation in the field
of cybersecurity are the fourth pri-
ority. Europe needs ICT products
and services that are trustworthy,
secure, and guarantee the protec-
tion of personal data. Therefore,
it is highly important to stimu-
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late further financial investments
and development of the market
that will demand for highly secure
products. One recommendation
herein will be to design framework
of security standards that would
help to increase cybersecurity. In-
dustry-led, sectorial cooperation
in this area is fundamental. Re-
garding the financing - it requires
mobilisation of national resources
as well as skilful use of European
funds. There is a need for political
decisions which will acknowledge
the importance of cybersecurity
and delegate budgets on this aim.
Stakeholders must also learn how
to forcibly take advantage of the
opportunities offered by, among
the others, Horizon 2020.

However, cybersecurity cannot be
achieved only by taking actions
at the European level. Due to the
global nature of the internet and
cooperation, it is fundamental to
start building cyber capabilities
beyond the EU. Cyberspace en-
tered the arena of international
relations. It became an important
element of debates between most
powerful actors. Decisions that will
be made regarding numerous cyber
issues will influence the daily func-
tioning of all the actors. Recognis-
ing the importance of the problem,
the EU decided to mainstream cy-
berspace issues into the EU exter-
nal relations and Common Foreign
and Security Policy. The European
voice must be heard. This can only
happen if the Member States itself

will develop capabilities in the field
of cyber diplomacy. Combination
of domestic and European efforts
is the key for the success.

In order to provide cybersecurity
globally, Europe must cooperate
with like-minded countries. At the
same time, decision-makers cannot
forget about looking for consensus
with actors which might not share
the same vision of cyberspace.

Currently, the crucial and need-
ed transatlantic cooperation in
the area of cyberspace is facing
many challenges. Revelations of
Mr. Snowden have disrupted trust
and confidence between the Allies.
These virtues must be restored
while thinking about future coop-
eration. Both sides need to under-
stand each other’s’ positions and
arguments, and respect their rights
and privileges. Privacy and data
protection is a central element. But
even though these problems exist
and must be resolved, we need to
understand that both sides need
each other and we cannot afford to
act separately. The net gave power
and possibilities both for good and
bad actors. New challenges require
new forms of actions where coop-
eration is absolutely essential.

According to what has been point-
ed out, the European communi-
ty takes numerous actions to in-
crease overall level of security.
Many of the necessary steps are
still ahead of us. Complexity and
interdependences of cyberspace
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require multidimensional decisions
and initiatives both at the domes-
tic and international levels. In or-
der to prepare and implement sol-
id actions, we need to understand
that this old-fashioned approach
is not valid anymore. We need to
combine interests and efforts of
different stakeholders. The Cyber-
security Strategy of the European
Union with its multilevel approach
is a proof confirming this convic-
tion. Now, besides having the doc-
ument in force, it is high time to
take solid actions.

Joanna Swigtkowska
CYBERSEC Programme Director
Senior Research Fellow of the
Kosciuszko Institute

Ms Swiatkowska is cybersecurity expert at the Kosciusz-

ko Institute’'s and director of CYBERSEC. She has been
involved in numerous high profiled national and inter-
national cybersecurity initiatives. She often cooperates
with Polish public institutions, including among others
the Polish Presidential National Bureau of Security (NBS).
In the framework of the National Forum of Security or-
ganized by NBS, she contributed to the cyber doctrine of
Poland.




Andrzej KoztowsKi
Research Fellow
Casimir pulaski Foundation

The cyber strikes back — the
retaliation against the
cyberattack
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The growing threat

The constant grow of threats in
cyberspace both in number and in
sophistication has challenged the
governments of many countries in
the world. The billions of dollars
lost every year because of the cy-
bercriminal activity, the amount
of data stolen by digital spies and
more and more aggressive using of

the Internet as a tool of propagan-
da have become the today reality.

Despite the fact that last years did
not bring new breakthrough inci-
dents comparable to the Stuxnet
— first computer program able to
inflict damages in material world,
the impact and scope of cyberat-
tack significantly rise up. Compro-
mising of the Office of Personnel
Management (OPM) data security,
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announced by American media as
the most serious breach in history
of the United States or the hack-
ing of Barack Obama’s email box
illustrates the threat coming from
the virtual world. Furthermore,
the cyber blackmail against Sony,
which compelled this company to
withdraw the comedy about North
Korean leader shows the increasing
danger for both private and public
sectors.

For the long time governments
have ignored the threats in virtu-
al reality and limited their actions
to arresting criminals for different
cybercrimes. However, many cas-
es that recently appeared were
linked with hostile activity of the
states and that factspurred debate
among the policymakers how to re-
act effectively on this issue. Never-
theless, it is extremely difficult to
do it because of the several issues,
of which the attribution remains
the most challenging.

The problem of
attribution

One of the main problems to retal-
iate effectively against the authors
of cyberattacks is attribution. The
architects of global network did
not think about security issue when
they projected the Internet. Ini-
tially it was created as the tool to
establish communication between
the military commands in the Unit-
ed States and later also to embrace
the American academic entities.

None in that time was planning
global expansion. This construc-
tion’s flaws lead to the situation
that the cyberspace has become
the oasis for the illegal activity. In-
itial cases of hostile activity were
dominated by the young teenagers
desire to earn extra money.

However, at the beginning of the
21st century more and more ad-
vanced, long-time incidents took
place and countries, particularly
the United States started to treat
cyberattacks as the serious threat
for national security. Several coun-
tries, especially Russia and China
were accused of standing behind
the attacks, which both of them
strongly denied. Unfortunately, the
problem of the identification of the
assailant has seemed unresolved
till today due to the architecture
of the cyberspace. We are able to
trace the IP addresses, which iden-
tify the computer in virtual world,
but manipulating them remains
simple and available even for be-
ginners. Thatitis a reason that at-
tack conducted against the United
States from Chinese addresses did
not mean that were orchestrated
by Chinese but they might be a
work of Russians or Israelis hackers
using the IP located in China.

Despite aforementioned difficult-
ness, the American private com-
pany Mandiant collected data and
published reports accusing the
Chinese military unit 61390 lo-
cated in Shanghai of conducting
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a bunch of cyber espionage cam-
paigns against the US. The proofs
were solid but the report remains
a positive exemption among at-
tempts to identify attackers. It is
worth mentioning also how hack-
ers were identified. American IT
security experts under the leader-
ship of Mandiant Company used
the exploit in Chinese hackers’ se-
curity networks and got access to
their systems collecting logs and
tracking every move then creating
the digital diary. What is even more
interesting, it was purely private
initiative without the government
engagement. Although the Mandi-
antreportis the only known source
clearly pointing out the assailants,
there are several theoretical mod-
els of attribution of attack based
on the social and political back-
ground. One of them, Jason Healey
methodology consists of 14 fac-
tors. Using this methodology the
last two OPM and Sony attacks will
be analyzed.

The aforementioned examples
show that both technical and po-
litical attribution is abundant with
flaws and problems and only in
special, very rare cases it is possi-
ble to be certain about aggressor.
In other words, putting country
such as Russia behind OPM hacking
will bring similar results. In most
cases there are speculations and
lack of hard proofs and because
of it the retaliation may extremely
dangerous, when we aimed at im-
propriate country.

The possible scenar-
ios of retaliation in
cyberspace and in real
world

Despite the uncertainty linked with
the identification process of as-
sailants state authorities prepared
a range of tools used to retaliate.
Part of them we could observed
in certain cases, which happened
in the past. When other appeared
only in doctrines and strategies
and never materialized in real
world. Generally we can separate
the retaliation in real world and in
cyberspace. According to the inter-
national law states should use pro-
portionate measures but it does
not always happen.

In cyberspace

The most reasonable option should
be answering in virtual world by us-
ing the similar tools and methods
as the opponent. In the past, there
were several cases illustrating the
proportional retaliation. In 1999
during Kosovo war Serbian hackers
attacked the NATO websites using
the Denial Distributed of Service
Attacks (DDoS). In response West-
ern hackers affiliated and sympa-
thized with mission also orches-
trated the flooding type attack on
the Serbian administration web-
site. Similar cyber skirmishes hap-
pened during 2001 Chinese-Amer-
ican crisis over the crash between
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the Chinese jet and American spy
plane or between the hackers of
conflicting sides like Pakistan and
India or Israel and Palestinian.

There is slight difference in the Ira-
nian attack on the United States
banksin2012. It was retaliation for
the Stuxnet worm, which infiltrat-
ed the Natanz uranium enrichment
facility and destroyed thousands
of centrifuges. This computer pro-
gram became the first inflicting
damages in the material world.
However, Iran's abilities were too
limited to conduct similar opera-
tion against the US and they de-
cided to attack vulnerable sector
— American banks. This response
was not proportional. The response
was far less destructive and limited
only to digital world.

The retaliation in cyberspace is

the most popular and probably
will remain in the foreseeable fu-

Retaliation

Economic sanctions
Real World B against the company

ture. The easy ways to carry out
this kind of operation, the relative
small consequences in case of the
mistake and last but not least the
problems with attribution encour-
age actors to these actions. The
only weakness lies in the relative
small damages brought by the re-
taliation in cyberspace.

Real World

For the long time the response for
cyberattack in real world has re-
mained only the deterrent tool re-
corded in different doctrines and
strategies. But the last American
operations showed that the re-
sponse for hostile operations in cy-
berspace does not touch only this
area. There are several options of
retaliation in real world against cy-
berattack.

a Sending Warrant

Economic sanctions
againstthe country

Military Response

| Assasination

The cyber strikes back — the retaliation against the cyberattack



Military response

The strongest and harshest way
of response is to conduct the mil-
itary strike against country who
conducts the hostile operations in
cyberspace. This kind of operation
never happened in history but e.g.
United States and NATO officially
declared that among retaliatory
options they declared the possi-
bility of military attack. On the last
NATO summit in 2015 Wales there
was statement in the end declara-
tion that cyberattack could trigger
the article V and therefore possi-
ble military reaction. The United
States officially announced this op-
tion in the International Strategy
for Cyberspace from 2011. There
is no precise record about the con-
ditions and situation of executing
military attack but it is common-
ly recognized as the response to
cyberattack with the magnitude
comparable to conventional attack
with the death tolls. It is very small
chance of observing such a situ-
ation in the future. Mainly due to
the fact that devastating cyberat-
tacks are part of Hollywood movies,
which are far from reality. What is
more, the country that decided to
conduct such a strike will change
the history because the conse-
quences can be unimaginable and
extremely politically costly.

Assassination

The option of killing the talented

hacker who is conducting the cy-
berattack seems more from the
books and movies actions than
from reality. Despite the fact, that
it seems tempting to eliminate the
most skillful and knowledgeable
hacker, tno information of such at-
tempt exists. The Tallinn Manual,
which is recognized as the most
ambitious attempt of adopting
international law to cyberspace
does not give a clear answer on
this issue. It claims that during the
peacetime it is forbidden, but it is
not clear whether assassination of
the hacker supporting and working
with terrorists is forbidden too.

Untill 2015 this discussion was
held on the solely theoretical
ground but since August we had
one practical case. The ISIS hacker
Abu Hussain al-Britani, originally
from Great Britain, created a net-
work of hackers working for Islamic
States. He personally was responsi-
ble for stealing and publishing the
thousands of the U.S. military and
government personnel documents,
creating malwares and other hos-
tile action. Al-Britani was killed by
American drone in pinpoint attack.
According to the Wall Street Jour-
nal this attack was deliberately
aimed at killing al-Britani.

First time the hacker was Kkilled
because of his actions against the
state. Al-Britani performed typical
cyberespionage actions, which are
done by most of the hackers both
representing states and non-state
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actors. There is no guarantees that
further incidents will not happen,
which constitute a grave threat
especially in the hands of the au-
thoritarian states. We can imagine
similar assassination of the hack-
ers, who fight for freedom in Rus-
sia, China or Iran.. Such a situation
could occur repeatedly, because
aiming talented individuals from
the countries or organizations
which cyber potential is limited is
relatively easy and effective.

Arresting or Sending
Warrant

Arresting the cybercriminal was
the first method used against per-
sons engaged in hostile activity in
cyberspace. In 90s it was relative-
ly easy because most of the attack
was orchestrated from territory of
the United States. In the 21st cen-
tury this situation has changed and
pursuing cybercriminals becomes
more and more complicated. How-
ever, the international and bilateral
cooperation contributed to catch-
ing famous Max “Iceman” Butler
and the Dark Market heads and this
cooperation is still used and devel-
oped e.g. under the Convention on
Cybercrime.

But in 2014 the United States
went even further and filled crim-
inal charges against five Chinese
military officers for stealing trade
secret. This kind of situation hap-
pened first time in history and ob-
viously could not achieve success

but it presented determination of
the US authorities and also the fact
that they are more and more upset
with increasing Chinese engage-
ment in cyberspace activities. The
accusations were rejected by gov-
ernment in Beijing and obviously
the chances that these 5 people
will be sent to US are very low, but
it was a signal to Chinese govern-
ment to reduce their involvement
in cyberespionage campaign and
that United States government
treats it seriously.

The attempt to arrest hackers who
break the law will be the most com-
mon and widespread method used
in future. However, it requires the
development of forensic tools to
present proofs sufficient to prose-
cute and imprison persons respon-
sible for cyberattack

Economic sanctions
against the company

The situation when the economic
sanctions were imposed against
the particular companies has not
happened yet, however this op-
tion was considered. Just before
the last summit between president
Obama and Chinese president Xi
Jinping the media speculated that
United States would impose sanc-
tions against the Chinese com-
panies, which gained the largest
benefits from the cyberespionage
campaigns. This solution seems as
the interesting option but meas-
uring profits received by certain
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company still remains difficult is-
sue to solve. Moreover it is difficult
to image that the small countries
can use this tool against gigantic
IT companies like Apple or Micro-
soft. Nevertheless, in the foresee-
able future this tool can be used
because it has not constituted the
grave treat and can be treated as
the effective deterrence mean.

Economic sanctions
against the state

Not only can the certain compa-
nies be punished by the economic
sanctions but also the states. This
happened in case of North Korea,
which was accused of massive cy-
berattack on Sony and in conse-
quences forced the company to
withdraw comedy movie about
the North Korean leader from the
United States cinemas. Barack
Obama’s administration decided to
impose additional economic sanc-
tions on North Korea and therefore
setting precedence. This decision
was mostly symbolic as the North
Korea was imposed with multiple
sanctions in the past and remained
one of the most isolated countries
in the world. But the American de-
cision was more than just to punish
Kim Dzong Un regime and should
be understood as deterrence ac-
tion illustrating the feasible US re-
sponse.

However, there are three danger
points pop up regarding with this

solution. Firstly, the United States
did not show any proofs pointing
out that North Korea was behind
the attack, which seems dangerous
as some countries can use these
tools for political purpose. Second-
ly, it is hardly imagine that small
country imposes sanctions on the
more powerful countries e.g. Es-
tonia or Georgia using this tool in
2007 or 2008 against Russia. Third
point relates with the previous one,
that economic sanctions are the
double-edge sword and in certain
situation can be more harmful to
the country, which decides to im-
pose them.

Conclusion and
recommendations

The surprising assertiveness of the
United States. The recent time was
abundant with the examples of
retaliation for cyberattacks espe-
cially in the real world. Particularly
the United States set precedence
over precedence and reacted very
aggressively. This kind of behavior
rather does not fit to Obama ad-
ministration recognized rather as
consisted of doves than hawks.

+ Increasing the number of tools
to retaliate in cyberspace. US
policy in cyberspace created
several options to retaliate and
what is even important to deter
the cyberattacks. It is too early
to conclude whether they were
effective or not but obviously
constitute important points in
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discussion about cyberattacks.
Nevertheless, the American op-
erations were also reckless and
might open the Pandora box, like
Stuxnet did in the past.

» Lack of proof. The United States
did not present publicly any proof
indicating that certain state, in
this case, the North Korea was
behind the attack. It may lead
that countries will use this op-
tion to achieve particular politi-
cal option. The scenario that one
country accused the second one
of conducting cyberattack and it
is imposing economic sanctions
seems as plausible and consider-
ing the problem with attribution
can be really dangerous.

» Legal Controversies. The assas-
sination of the hacker also from
the legal point of view is very
controversial and unclear. The
United States preforming such
an action should prepare the
legal opinion on this issue and
publish it just after the attack. In
this way they can contribute to
development of the international
law in cyberspace.

« Lessons for Poland. Poland
must be aware of the new tools
used in cyber retaliation and be
ready for them. There should
prepare scenarios of different
reaction and also the mechanism
of deterrence. In order to realize
these aims Poland needs to de-
velop own cyber offensive capa-

bilities and creates the effective
mechanism of executing them.
The public confirmation of pos-
sessing such capabilities should
be considered as the good deter-
rence option.

The cyber strikes back - the retaliation against the cyberattack



Andrzej Koztowski \ - g

Research fellow

Casimir Pulaski Foundation \ J

PhD candidate at the International Studies and Politi-
cal Science faculty of the University of t6dz. Graduated
from International Relations Faculty of the University of
t6dz. Scholarship holder of the Erasmus programme at
the University of Maastricht in the Netherlands. Expert of
the Amicus Europae Foundation and the Kosciuszki In-
stitute. Former intern at the Polish Institute for Interna-
tional Affairs (PISM), National Security Bureau, European
Parliament, Polish Embassy to Netherlands in the Hague
and the European Institute in £6dz.

63









X =

SECURITY FORUM

WARSAW

Ul

Project of

SKy
M o

warsawsecurityforum.org | facebook.com/WarsawForum | twitter.com/WarsawForum



